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Smart Contracts

Immutable code deployed on a blockchain; public

1. function withdraw() {

2.     if (balances[msg.sender] > 0

3.         && bankBalance > 0){                

4.         msg.sender.call.value(balances[msg.sender])      

5.         bankBalance -= balances[msg.sender];      

6.         balances[msg.sender] = 0;

7.     }

8. }
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Introduction

Pre-deployment Post-deployment

Blockchain

Smart
Contracts
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Pre-Deployment

● Design Choices

● Specifications 

● Bug Bounties

● Analyses & Formal Verifications

● Audit
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Bug Bounties

https://blog.chronologic.network/fix-chronologic-bugs-and-earn-crypto-bounties-fd71c43b71d3

https://blog.chronologic.network/fix-chronologic-bugs-and-earn-crypto-bounties-fd71c43b71d3
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Bug Bounty Wins

https://hackerone.com/guido?order_direction=DESC&order_field=popular&filter=type%3Aall

https://hackerone.com/guido?order_direction=DESC&order_field=popular&filter=type%3Aall
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(Static) Analysis
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(Static) Analysis Wins
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Formalizations

https://medium.com/epicenterpodcast/the-k-framework-formal-verification-efforts-in-the-blockchain-space-1651b789e5d4

https://medium.com/epicenterpodcast/the-k-framework-formal-verification-efforts-in-the-blockchain-space-1651b789e5d4
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Post-Deployment

Recall: smart contracts are 
immutable

Upgradeable contracts?
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Monitoring
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Assurance

In 
Beta!https://assurance.quantstamp.com/

https://assurance.quantstamp.com/
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Assurance Walkthrough

In 
Beta!https://assurance.quantstamp.com/

https://assurance.quantstamp.com/
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Assurance Walkthrough

In 
Beta!https://assurance.quantstamp.com/

https://assurance.quantstamp.com/
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Assurance Walkthrough

In 
Beta!https://assurance.quantstamp.com/

https://assurance.quantstamp.com/
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Example Assurance Policy

In 
Beta!

pragma solidity 0.4.24;
interface IPolicy {
   function isViolated(address contractAddress) external view 
returns(bool);
}
import "../test/CandidateToken.sol";

/// @title TotalSupplyNotExceededPolicy - the policy is violated if too many 
coins are minted
contract TotalSupplyNotExceededPolicy is IPolicy {
   uint256 public maximumSupply;

   constructor(uint256 max) public {  maximumSupply =  max;  }

   function isViolated(address contractAddress) external view returns(bool) {
        CandidateToken candidateToken = CandidateToken(contractAddress);
        if (candidateToken.totalSupply() > maximumSupply) { return true; 
        } else { return false; }
   }
}

https://assurance.quantstamp.com/

https://assurance.quantstamp.com/
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Future Concerns (Ethereum)

● Layer 2 Solutions
○ Standards please!

● New solutions to old problems
 (e.g., randomness)

● Eth 2.0? eWASM?
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Future Concerns

● STARKS

● Other blockchains and their concerns?
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Thank you!
Questions?

jan@quantstamp.com


